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	Reason for change:
	An excerpt from sub-clause 5.8.1 of TS 33.180:
“The MCData Service server may use the Key Download procedure to indicate or modify the algorithm used to protect the MCData signalling fields (i.e. MCData signaling parameters, Data signaling payload and End to end security parameters) by including a ‘signalling algorithm’ parameter.  The ‘signalling algorithm’ parameter is described in clause 8.5.4.1.  The available algorithms shall be as defined in clause 8.5.4.2.”
From the above description, it is clear that a signalling algorithm is used to protect the MCData signalling field, but the selection criteria of this algorithm is not specified explicitly. Further, annex F.1.5 mentions about selected algorithm, but there is detail on selection of the algorithm.
Therefore, this CR provides a clarification on signalling algorithm selection part to protect MCData Signalling Field.   

	
	

	Summary of change:
	Add clarifying statements that the ‘signalling algorithm’ to be used shall be selected by the MCData Service server based on the local policy and/or regional regulatory requirement and the based on the algorithm selection keys to be used can be as defined in annex F.1.5.

	
	

	Consequences if not approved:
	Specification remains incomplete without the information regarding the selection of signalling algorithm.
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5.8.1	General
The 'key download' procedure is used to send keys from the MCX server to the MC client. It is used to distribute Multicast Signalling Keys (MuSiKs) to the MC clients, and it is used to update both the CSKs and MuSiKs. 
Within the 'key download' procedure, keys (CSK or MuSiKs) are encrypted specifically to the MC user and signed using an identity representing the MC Server. Prior to group key distribution, each MC client shall be provisioned by the KMS with time-limited key material associated with the MC User as described clause 5.3. The MC Server shall also be provisioned by the MC KMS with key material for an identity which is authorised to act as an MCX Server.
The key (CSK or MuSiK) is distributed from the MCX Server to a MC client using the security mechanism described in clause 5.2.2, transported over the SIP bearer. End-point diversity is not required as end-points do not encrypt data, hence the extension in clause 5.2.3 is not applied. Additional parameters may be included as defined in clause 5.2.4. The SAKKE-to-self extension may be included as defined in clause 5.2.5. Identity hiding may be supported as defined in clause 5.2.6.
The initiating entity shall be the initiating MCX Server and the receiving entity shall be the terminating MC user. The initiating entity URI shall be the FQDN of the MCX Server (e.g. MDSI of the MC Domain) and the receiving entity URI shall be the MC Service ID of the terminating user.  The distributed key, K, shall be the CSK or MuSiK and the key identifier K-ID shall be the CSK-ID or MuSiK-ID (respectively).
As a result of this 'key download' mechanism, the MC clients receive a new signalling key, CSK or MuSiK, identified by the 4 most significant bits of the key ID. 
[bookmark: _GoBack]The MCData Service server may use the Key Download procedure to indicate or modify the algorithm used to protect the MCData signalling fields (i.e. MCData signaling parameters, Data signaling payload and End to end security parameters) by including a ‘signalling algorithm’ parameter. The ‘signalling algorithm’ to be used shall be selected by the MCData Service server based on the local policy and/or regional regulatory requirement (for example, to enforce use of 128-bits or 256-bits key length). Based on the selected algorithm, the key used shall be derived as described in Annex F.1.5. The ‘signalling algorithm’ parameter is described in clause 8.5.4.1.  The available algorithms shall be as defined in clause 8.5.4.2.
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[bookmark: _Toc3886448][bookmark: _Toc26797815][bookmark: _Toc35353661][bookmark: _Toc44939634][bookmark: _Toc51067619]F.1.5	Calculation of keys for MCData payload protection
The following parameters shall be used to form the input S to the KDF that is specified in annex B of 3GPP TS 33.220 [27]. The key used by the KDF shall be the DPPK:
-	FC = 0x53, (for MCData Payload Protection), 
-	P0 = DPPK-ID.
-	L0 = length of above, expressed in number of bytes (i.e. 0x00 0x17).
The DPPK-ID follow the encoding also specified in annex B of 3GPP TS 33.220 [17].
Where the DPPK is 128-bits, the DPCK shall be 128-bits and hence the 128 least significant bits of the 256 bits of the KDF output shall be used as the signalling protection key. Where the DPPK is 256-bits, the output DPCK shall be 256-bits and hence the entire output of the KDF shall be used.
For MCData signalling parameters, Data signaling payload, and End to end security parameter protection between the MCData client and MCData server, the CSK is used as the DPPK. When the selected algorithm is DP_AES_128_GCM (see sub-clause 5.8.1), the DPCK shall be 128-bits and hence the 128 least significant bits of the 256 bits of the KDF output shall be used as the signalling protection key. When the selected algorithm is DP_AES_256_GCM (see sub-clause 5.8.1), the output DPCK shall be 256-bits and hence the entire output of the KDF shall be used.
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